MOST IMMEDIATE/ SECRET/OUT TODAY
THROUGH SMAC/FAX

Addl. Director General of Police,
CID Haryana, Panchkula.

CsP/Panckula, Gurugram & Faridabad.
All Deputy Commissioners in Haryana.
All District SPs in Haryana.
SP/Railways (H) Ambala Cantt.
DCP/Panchkula.

Chief Secretary Haryana, Chandigarh.
ACS/Home, Haryana Chandigarh.
DGP/Haryana (By hand)
ADGP/Ambala Range & South Range-Rewari.
IGPs/Hisar, Rohtak, Karnal.
DIG/CID -Security
SP/Security-1. Z
PS to Hon'ble Home Minister (H) Chandigarh.
DSPs/CID-PKL, AMB, HSR, JIND, KNL, RTK, GGM, FBD, PWL
& RWR at Nuh.
. All DIs of CID in Haryana.
11.  Reader/ADGP-CID Haryana.

— 7 N0.26240~33Y / fewyms (38)  Dated 04.05.2020

w( Subject - Campaign of Pakistan based cyber actors to compromise =
Android based smart phones/devices of Indian officials.
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Memo.
Kindly refer to the subject cited above.
ff:: s 2. As per input received from Central Intelligence Agency:
ob "According to an information, Pakistan based cyber actors have
initiated a targeted campaign to compromise Android-based smart
Hi:%g?% phones/devices of Indian Defence personnel and Government officers.
They are sending specially crafted message through SMS/WhatsApp
to the above official with a link to click and download a fake
AarogyaSetu App. As the unsuspecting user is lured to open the link, a

ﬂ{‘ oV s malicious App (Chat Me) downloads on the device of the user and
begins data exfiltration to servers of adversary based outside India.
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3. In view of above, you are requested to make aware
&?bordinates working under you and take all precautions ag)mentioned above.
(Anil Kumar Rao)
AS 1T EC'VI 24 : Add|. Director General of Police,
Z = CID, Haryana.
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